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- Every project runs predefined static analysis checker per-commit and
per-release basis

- SVACE is tightly integrated in Continuous Integration pipeline.
(E.g., Tizen uses 252 checkers over all its sub-projects)
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Challenge: High Ratio of False Positive

- E.g., false positives in analyzing Tizen (sampled)
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Chances: Developers' Feedback

From 2016, SVACE collects all target source code files, all alarms
sent back to developers, and feedbacks (labels) from developers.

E.g., 150k datapoints on the Tizen domain
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Checker1. HANDLE LEAK

HANDLE_LEAK reports a warning for a pair of statements in a function <X, Y> if
1. X acquires a resource (e.g., fopen) and stores the handler to a local var. V,

2. Y follows X in an execution path where V does not escape to global, and

3. Y eliminates the handler by overwriting V or by deallocating V (i.e., return)

- Warning review data (collected from Tizen in July 2017)
- False alarms: 3367 cases (15.4%)
- True alarms: 18485 cases (84.6%)

01 func() { 01 func() {

02 int fd = open(..); // acquire 02 int fd = open(..); // acquire
. e 03 if (fd < 9) {

11 if (feof(fd) == true) 04 error();

12 return; // release 05 return; // not released

13 } o6 ... }

True alarm False alarm
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Checker1. HANDLE LEAK

HANDLE_LEAK reports a warning for a pair of statements in a function <X, Y> if
1. X acquires a resource (e.g., fopen) and stores the handler to a local var. V,

2. Y follows X in an execution path where V does not escape to global, and

3. Y eliminates the handler by overwriting V or by deallocating V (i.e., return)

- Warning review data (collected from Tizen in July 2017)
- False alarms: 3367 cases (15.4%)
- True alarms: 18485 cases (84.6%)

01 func() { func() {

02 int fd = open(..); // acquire int fd = open(..); // acquire
. e if (fd < 9) {

11 if (feof(fd) == true) error();

12 return; // release return; // not released

13 } ee. }

True alarm

False alarm



Checker 2. FALL_THROUGH

- FALL_THROUGH reports a warning for a case block if there may be a path that

possibly exits the block without taking a break statement.

- Warning review data (collected from Tizen in July 2017)

- False alarms: 2709 cases (13%)

- True alarms: 18265 cases (87%)

01
02
03
04
05
06
Q7

switch (z)

case 1:
if (e ==
break;

{

1)

else if (e == 2)

break;
case 2:

// else break missing

01
02
03
04
05
06
Q7

switch
case
case
case

X or.yor z =1;

case

(z

) A
X’ :

SVER
vy«
€52 .

(a):

// intended
// fall
// through

True alarm False alarm
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Checker 2. FALL_THROUGH

- FALL_THROUGH reports a warning for a case block if there may be a path that
possibly exits the block without taking a break statement.

- Warning review data (collected from Tizen in July 2017)

- False alarms: 2709 cases (13%)

- True alarms: 18265 cases (87%)

01 switch (z) {

02 case 1:

03 if (e == 1)

04 break;

05 else if (e == 2)

06 break; // else break missing
Q7 case 2:

True alarm

switch
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case
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case
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False alarm
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// through




Learn the lexical pattern

5000

mFP+TP
4000

3000

Alarwm Pattern

2000

1000

0 S P L1 ||| || || ” " ” H “ H H “ H H H H H “
201

1 51 101 151

251



Learn the lexical pattern

5000
2000 mFP+TP
3000 *
2000 | Alarm Pattern
1000 “
0 .........................................................uuuuuun||||||||||||||IIIIIIIIIII|||||||||||||||||||||||"|||||||”"”H“HH“HHHHH
1 51 101 151 201 251



Learn the lexical pattern

5000
FP + TP
4000 a
() Jd
3000 CNN

oo | Alarm Pattern) —P 2
1000
0 "mwm“mmmwmmmwmmmwmwmmmwmmmwmmmwmmmMNWNWWWNWWW
1 51 101 151 201 251



Learn the lexical pattern

5000
4000
3000

2000

1000

0 S P L1 ||| || || ” " ” H “ H H “ ” H H H H “
201

1 51 101 151

251



Learn the lexical pattern

5000
4000
3000

2000

1000

0 N T UL L LLLLLLLLL ||| || || ” " ” H “ H H “ ” H H H H “

1 51 101 151 201 251




Learn the lexical pattern
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No feature extraction is needed!



Data gathering

 Picked 12 checkers. These checkers

- are used for Tizen, - have many alarms,

- check important properties, - are motivated to high false alarm ratio.
- Data cleaning

- Remove noisy, duplicated data & Normalize data

- 150K =2 9.8K datapoints (580-2100 datapoint per checker)
- Label transformation

- {Confirmed, Won't fix, Fixed, Undecided, False positive}
=2 {o, 1}



Target Static Analysis Checkers

MEMORY_LEAK.EX 2496 1391 36 %
HANDLE_LEAK 1552 1203 44 %
NS B MEMORY_LEAK.STRUCT 548 203 27 %
S1cle B (@SB MEMORY_LEAK.STRDUP 376 214 36 %
MEMORY_LEAK 293 220 43 %
DOUBLE_FREE 271 126 32 %
DEREF_AFTER_NULL.EX 408 134 25 %
DEREF_OF_NULL.EX 345 157 31 %

Dataflow
TAINTED_INT.LOOP.MIGHT 129 131 50 %
DEREF_AFTER_FREE.EX 133 123 48 %
FALL_THROUGH 309 196 39 %

Control flow

UNREACHABLE_CODE 941 187 17 %




Target Static Analysis Checkers

Category Checker Alarms TP FP  FP Ratio
Call S HANDLE LEAK 1,610 1334 276 17%
all SEQUENCe  HoUBLE FREE 733 622 111 15%
Datafl DEREF 2,101 1919 182 9%
atatiow TAINT INT.LOOP 584 430 154 26%
Control I FALL THROUGH 1,680 1559 121 7%
OOl oW UNREACHABLE 3163  3.010 153 5%
Total 9.871 8874 997 10%
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1. Datapoint Extraction

A datapoint is a data representation of an alarm review case.
A datapoint is defined to contain raw code data to support the alarm review.

Each checker has a data point definition scheme that combines code
snippets related to the warning trace.

Cases

- HANDLE_LEAK: 10 lines from the resource acquire point to the leak-point

- FALL_THROUGH: 20 lines surrounding the exit-point of a case block

01 func() { 1 switch (z) {

02 int fd = open(...); // acquire e

o 07 case ‘x’: // intended
06  if (x < V) 02-06 08  case ‘y’: /] fall

. o 09 case ‘z’: // through

21 X =Y 10 X oryor.z=1,;

21-25 06-15
24 if (feof(fd) == true) 12 case ‘a’:

25 return; // release

HANDLE_LEAK FALL_THROUGH

11



1. Datapoint Extraction

A datapoint is a data representation of an alarm review case.
A datapoint is defined to contain raw code data to support the alarm review.

Each checker has a data point definition scheme that combines code
snippets related to the warning trace.

Cases

- HANDLE_LEAK: 10 lines from the resource acquire point to the leak-point

- FALL_THROUGH: 20 lines surrounding the exit-point of a case block

01 switch (z) {

07 case ‘x’: // intended

08 case ‘y’: // fall

09 case ‘z’: // through

10 X or.yor.z=1,;

11 06-15
12 case ‘a’:

FALL_THROUGH

11



2. Lexical Tokenization

Input: Datapoint, Output: Token sequence

01 switch (z) {

07 case ‘x’:

08 case ‘y’:

09 case ‘z’:

10 X _or .y or. z =1,
11

12 case ‘a’:

Datapoint

12



2. Lexical Tokenization

Input: Datapoint, Output: Token sequence

1. Extract tokens (e.g. Identifier, operator, number) from datapoint

01 switch (z) { switch, z,

07 case ‘x’: case, X, :,

08 case ‘y’: case, y, :,

09 case ‘z’: EXtraCt case, z, :,

10 X oryor z =1, i x oryorz =1, ;,
11

12 case ‘a’: case, a, :,

Datapoint Token seq.
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2. Lexical Tokenization

Input: Datapoint, Output: Token sequence
1. Extract tokens (e.g. Identifier, operator, number) from datapoint

2. Split camelCase and snake_case tokens

switch, z switch, z,
J )

case, X, :, case, X, :,
case, y, :, case, y, :,
case, z, :, case, z, :,
x_or_yor_z, = 1, ;, X, or, y, or, z, =, 1, ;,

case, a, :, case, a, :,

Token seq. Token seq. (splt ver.)
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2. Lexical Tokenization

Input: Datapoint, Output: Token sequence
1. Extract tokens (e.g. Identifier, operator, number) from datapoint

2. Split camelCase and snake_case tokens
3. Insert special tokens (e.g. NEWLINETOK in FALL._THROUGH)

switch, z, switch, z,
case, X, :, case, X, :,

case, Yy, :, Add tokens _ case, Yy, :,

case, z, :, case, z, :,

X, or, y, or, z, =, 1, ;, X, or, y, or, z, = 1, j,
NEWLINETOK,

case, a, ., case, a, .,

Token seq. (splt ver.) Token seq. (final ver.)

12



2.1. Define Vocabulary

- Select a small amount of frequent words, and remove all other
infrequent words

- to avoid overfitting
- to reduce computational cost

1e+06 2e+06 3e+06 4e+06 5e+06
l

Accumulative number of tokens

0
|

I I I I I |
1232 5000 7500 10000 12500 15000 17500 20000 22500 25000
Size of token set

13



. Word2Vec + CNN

- Word2Vec

- Predictive modeling for learning vector
embedding of words in a given corpus.

- The semantic and syntactic patterns
can be reproduced using vector
arithmetic.

- Two method: CBOW, Skip-gram

- The hidden layer represents the
embedding.

- Skip-gram

- Input: target word
Output: context(surrounding

14
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3. Word2Vec + CNN

- Word2Vec

Predictive modeling for learning vector
embedding of words in a given corpus.

The semantic and syntactic patterns
can be reproduced using vector
arithmetic.

Two method: CBOW, Skip-gram

The hidden layer represents the
embedding.

- Skip-gram

Input: target word
Output: context(surrounding words)
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3. Word2Vec + CNN
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3. Word2Vec + CNN
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3. Word2Vec + CNN
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3. Word2Vec + CNN
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Experiment Setup

Model configurations

- An embedding size of 128 with Word2Vec implemented using
Tensortlow

- We trained the CNN classifier for 150 epochs, using the mini-batch
size of 10 with Keras.

Environment
- Ubuntu 14.04 LTS, running on Intel Core i7-6700K with 32GB RAM

- The TensorFlow backend used NVidia CUDA 8.0, running on
NVidia GTX1080 GPU with 12GB memory

Evaluation

- 10-fold cross validation
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Result
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Checker

Value
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Average precision: 79.72%, average recall: 51.090%

Average FT: 61.18%, average accuracy: 92.64%
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Discussion

. Data. data. data. .. +  Where to put the classifier in CI
. pipeline?
- overfitting . .
. - hltering static analyzer
- collaboration output
- open data - assisting review

- assisting audit
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Discussion

. Data. data. data. .. +  Where to put the classifier in CI
. pipeline?
- overfitting . .
. - hltering static analyzer
- collaboration output
- open data - assisting review

- assisting audit
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e - > Action by project manager o — > Action by CI system
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Checker 1. HANDLE_LEAK

HANDLE_LEAK reports a warning for a pair of statements in a function <X, Y> if
1. X acquires a resource (e.g., fopen) and stores the handler to alocal var. V,

2. Y follows X in an execution path where V does not escape to global, and

3. Y eliminates the handler by overwriting V or by deallocating V (i.e., return)

+ Warning review data (collected from Tizen in July 2017)
- False alarms: 3367 cases (15.4%)
- True alarms: 18485 cases (84.6%)

01 func() { 01 func() {

02 int fd = open(..); // acquire 02 int fd = open(..); // acquire
600 03 if (fd < 0) {

11 if (feof(fd) == true) 04 error();

12 return; // release 05 return; // not released

13} 06 ...}

True alarm

False alarm

Overall Process

[DATA]

Codebase < / >

Datapoint

[tok,

Lexical
Tokenization

Warning DB *
Extraction

EEHHEEEH Training
Datapoint Embedding
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3. Word2Vec + CNN
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Overall Result
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HANDLE_LEAK DOUBLE_FREE DEREF TAINT_INT.LOOP FALL_THROUGH UNREACHABLE
Checker

100
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Value
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Average precision: 79.72%, average recall: 51.09%

Average F1: 61.18%, average accuracy: 92.64%
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Appendix A. Detailed results

TABLE II: Average accuracy results of ten-fold cross validation for 6 checkers

Check Precision Recall Accuracy Avg. # of Predicted / Actual
ceker Mean Var. Mean Var. Mean Var. Mean Var. TP Alarms FP Alarms
HANDLE LEAK 81.80% 186.65 49.74% 90.54 61.24% 90.06 89.27% 7.15 143.9 / 1334 17.1/27.6
DOUBLE FREE 79.39%  293.09 57.50% 280.36 64.84%  229.52 90.99% 10.57 65.0/62.2 8.3/ 11.1
DEREF 85.70% 144.97  55.53% 53.56 66.87% 48.30 95.24% 1.08 198.1 / 191.9 12.0/ 18.2
TAINT INT.LOOP 85.98% 101.06 73.95% 137.50 78.66% 47.64  89.50% 9.38 449 / 43.0 135/ 154
FALL THROUGH 67.99% 108.47  44.42% 33234  52.28%  293.16 94.64% 1.43 160.3 / 155.9 7.7 17 12.1
UNREACHARLE 77.48% 399.67 31.41% 216.05 43.20% 290.30 96.20% 0.84 | 310.0/ 301.0 6.3/ 153
Average 79.72% - 51.09% - 61.18% - 92.64% - - -
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Appendix B. Scalability
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The training time increases linearly as the number of alarms increases.

All training finished within 100 seconds.
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Appendix C. Vocabulary size

90 -

S | T T

> 1 | L R
o l T T T T l |

: " IERENENEERREEER 1
i 70 - Measure
. Frecior
5 [ 1 T

D 50- ] T | T

o | T i l T T |
2 — 1 U =

40 - - - - - - - - - - - - -
2000 4000 6000 8000 10000 12000 14000 16000 18000 20000 22000 24000
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Fig. 13: Change of average cross validation precision and
recall of HANDLE_LEAK classifier with varying vocabulary
sizes: reducing the vocabulary size does not significantly
damage the results of training.

While there are fluctuations, the precision level does not drop much
below 80%, while maintaining similar levels of recall values.
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