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STATISTICAL METHOD

E.g., Monte Carlo method
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The statistical method is useful

» when the target model is inaccurate/unknown,
+ as it performs complexity-agnostic to the model,
+ to approximate the quantity.

@ TARGET ANALYSIS:
QUANTITATIVE REACHABILITY

Q. What is the probability of reaching a certain
program state?

Many software verification task is answered by the
reaching probability.

» The probability of reaching an erroneous state.
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The analytic method is useful if
« the target model is exactly known,
» scale/complexity of the target model is small/moderate,
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ANALYTICAL METHOD
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. » and the exact quantity is required.

MODERN SOFTWARES

Analysis of the modern software faces

* an industrial scale huge code base

» heterogenous in-analyzable features,
e.g., 3rd party library/binary

* cross-language/inter-procedural
interface

+ a nature of undecidability

RESEARCH GOAL

To investigate the performance of
statistical method vs. analytical method
for program analysis tasks.

STATISTICAL REACHABILITY ANALYSIS (SRA)

» Pr(s) : A probability of an arbitrary program execution reaching the target state s € S

STRUCTURE-AWARE SRA

Limitation of existing estimators

Challenge of SRA

which may lead to a false positive result.

“How can it deal with the unobserved state s?”

If the target state is unobserved from the samples, the empirical probability is O,

Black-box estimators are unaware of the semantics of the program.

Pr(sy) > Pr(sy); vet,
*Lap(s1,0)=Lap(sy,0)

Existing blackbox estimators

Given program execution samples O for analysis,
1. Laplace estimator

Lap(s,0) =

|[{o € O| REACH(0,5)} |+«

|O|+a

where a is a smoothing parameter.

2. Good-Turing estimator

|[{o € O| REACH(0, 5)} |
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, ifcg> 0,

otherwise,

where f1(O) is a number of singleton events (events that happen only once).

EMPIRICAL EVALUATION

Evaluation 1. Statistical method vs. Analytic method

Evaluation 1

* How accurate is the estimated probability?

* How efficient is the estimation?

» Subject programs: 142 Java programs from
Competition on Software Verification 2021

» Baseline: two analytic estimators PSE, Preach

Evaluation 2. Black-box vs. Structure-aware

» How fast can the estimator be closer to the
ground-truth reaching probability?

» Subject programs: 5 middle-size (Siemens suite)
+ 5 large-size (open-source) C programs

Accuracy
* PSE: 15/32
* PReach: 17/32

* SRA: 32/32

« GoTu(s;,0)=GoTu(sy,0))

Structure-aware estimator

relation between the program states.

sl: if (pred)
s2: stmt;
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To address the limitation, we design a structure-aware estimator that reflects the dependence

( N\ [ )
cnt=1000 §R>
a \
P =P P \
r(S4) r(S3) % 3+2Xa sl ‘52
2 .
AN =,,—» 0.003 x — = 0.0006. s
cnt=3 . a=2 *T0 z ¥y ox
\ .. S3 s4 s5
@ Pr(sy) = Pr(s|) X —— o
=RV T000 + 2 x a y
! 2 s6
=,—_7 IX——=0.
a=2 1Xqgey ~ 00020 a 11
Pr(H)=Pr(R) X ——— X =X —
#R)+2Xa 3 2
\_ VAN _J
TAKEAWAY
Evaluation 2 ~N
» The statistical methods can successfully
estimate the reaching probability with high
— Llap — GoTu — Struct Lap-Struct —— GoTu-Struct precision, generally in a short period of time.
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» Considering the semantic information of the
program, the structure-aware statistical
Time Error when 10% of samples needed to reach estimation provides a more accurate estimate
« PSE: < 1sec * Lap: 1.28 orders of magnitude than the black-box statistical estimation.
* PReach: < 1min e GoTu: 2.41 orders of magnitude J
* SRA: ~ 0.01sec e Struct: 0.91 orders of magnitude




