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Measure of Information Leakage

Mutual Information (MI)  
between the secret and the observable

  I(S ; O ) =   H(S )   − H( ∣ O )
Initial uncertainty of 
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aer checking the observable value

Mutual Information (MI)  measures the information leakage from                      .I
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Information leaks are a significant problem in modern software systems. In recent years, information theoretic
concepts, such as Shannon entropy, have been applied to quantifying information leaks in programs. One recent
approach is to use symbolic execution together with model counting constraints solvers in order to quantify
information leakage. There are at least two reasons for unsoundness in quantifying information leakage
using this approach: 1) Symbolic execution may not be able to explore all execution paths, 2) Model counting
constraints solvers may not be able to provide an exact count. We present a sound symbolic quantitative
information flow analysis that bounds the information leakage both for the cases where the program behavior
is not fully explored and the model counting constraint solver is unable to provide a precise model count but
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portant research problem. A classic approach to address this problem is enforcing noninterference
which ensures that publicly observable properties of program execution (such as public outputs
or side-channels) are independent of secret input values. But, enforcing noninterference is often
not possible as software systems need to reveal some amount of information that depends on
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̂Imiller = ̂Iemp −
(mS − 1)(mO − 1)

2n
Bias correction term

# of unique obs.  
in the sample

# of unique sec.  
in the sample

The state-of-the-art estimator…

…

Directly compute
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It significantly overestimates MI if there are missing events.

Accuracy
🚨 Problem

It underestimates MI if there are rare events in the sample.

Safety

Underestimating the information leakage is 
especially harmful, since it leads to 

overconfidence in the privacy of the 
vulnerable software.

This program 
must be secure!

Haha, it’s easy 
to break!
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inaccurate or unsafe estimates due to 
mishandling missing or rare events.

Miller estimator

Unsafe w/ small samples

̂Imiller = ̂Iemp −
(mS − 1)(mO − 1)

2n

Research Aim

Empirical estimator

̂Iemp(S; O) = Ĥemp(X) − Ĥemp(X ∣ Y )

Inaccurate

M
I

← True MI

Unsafe zone

Our estimator

Empirical

Miller

We developed an estimator that 
accurately and safely estimates the  

leakage in the presence of  
missing or rare events.
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• Given samples from the unknown multinomial distribution (MD), it reconstructs the underlying MD 
by approximation.

➡ Handle the missing/rare events problem 😀
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1. Subject programs from previous study

Benchmark

TABLE I: List of subject programs (from HyLeak [11])

Subject (|X |, |Y|) Variants (N ) Information Leakage

ProbTerm (N + 1, 10–20) {5, 7, 9, 12} A program implementing a loop that terminates after a certain number of iterations (observable). The termination
condition for that loop is a probabilistic function on the secret value (secret).

RandomWalk (500, 24–40) {3, 5, 7, 14} A robot control program leaks the final location of the controlled robot (observable). The adversary wants to guess
the starting location (secret).

Reservoir (2N , 2N/2) {4, 6, 8, 10, 12} An implementation of reservoir sampling [18] that leaks the random sample of size N/2 (observable) chosen
without replacement from a population of size N (secret).

SmartGrid (3N , 12) {1, 2, 3, 4, 5} A smart grid control program leaks whether the total consumption of all users exceed a cetain threshold (observable).
The adversary can be one of the users and wants to guess the consumption of another user (secret).

Window (N,N) {20, 24, 28, 32} A secret-avoiding random number generator which leaks the number chosen within a random range (observable).
If the selected range includes the secret, a different range is chosen. The adversary wants to guess the secret.

IV. EXPERIMENTAL SETUP

A. Research Questions
We design four research questions to investigate our main

hypothesis: whether accounting for missing events improves
the information leakage estimate.

RQ1: How accurate and safe is the proposed method com-
pared to existing statistical methods?

We measure accuracy using the mean-squared error (MSE), a
standard measure of estimator performance, and safety as the
frequency of underestimating the MI. Underestimating the MI
can lead to undue confidence in the confidentiality of the data
processed by the program and renders the estimator unreliable.

RQ2: How does each component of our proposed method
affect the performance of the estimation?

We investigate the effect of each component on the perfor-
mance of our proposed method. The components include:
(a) the selected approach (Flatten [FI] or By-Secret [BS]),
(b) with or without refinement heuristics, and (c) with or
without the Miller-Madow bias correction.

RQ3: What is the timing cost of the proposed method?
Compared to the empirical MI estimation or Miller-Madow
bias correction, which have negligible time overhead, the
proposed method requires additional computation to estimate
the MD. We investigate the timing cost of the proposed method
and discuss the feasibility of the proposed method in practice.

RQ4: How does the proposed method perform on real-world
applications for information leakage quantification?

We evaluate the proposed method in the practical context
of information leakage quantification. We consider two real-
world applications: location privacy and e-passport privacy.

B. Baseline and State-of-the-Art Estimators
We consider two baseline estimators: the empirical estimator

and the Miller estimator, i.e., the empirical MI with Miller-
Madow bias correction used in Leakwatch [8], [9].

We consider one state-of-the-art estimator, HyLeak, a hy-
brid estimation method that combines statistical and precise
analysis [11]. Similar to our work, Biondi et al. [11] aimed
to overcome the limitations of large sample sizes required for
statistical methods. Their HyLeak approach relies on precise
analysis for components that are impractical to analyze statis-
tically. They suggest an automatic program decomposition and

a set of heuristics to select components that have a large joint
sub-distribution matrix. For such components, they use precise
analysis, and for the others, they use statistical analysis. Then,
the results are combined to estimate the MI of the program.
The authors claimed that HyLeak is more scalable than the
Miller estimator and the purely precise method.

C. Subjects and Design of Experiment
Benchmark Programs (Table I). For the first three research

questions, we use the benchmarks from HyLeak [11] for our
evaluation. The subjects cover a wide variety of programs,
some of which operate probabilistically and exhibit non-trivial
secret-observable mappings. More details can be found in
the supplementary material. For every program, we choose
between four to five variants (choices of N ) for a total of 22
variants. For all variants, we choose four sample sizes for a
total of 88 configurations. We consider the uniform distribution
over the domain of secret values as in previous work [9], [11].

To determine the ground truth, at this scale, there exists
no method to compute the MI precisely. Hence, we follow
the approach typically followed in applied statistics. Given a
program, we compute the ground truth MI between (secret,
observable) from the empirical MI given a very large number
(1M) of executions. This is more than one to five orders of
magnitude of the number of samples for the estimation.

We consider the performance of the estimators for different
numbers of sample program executions. Our evaluation con-
siders ⇥0.5, ⇥1, ⇥2, and ⇥5 of the size of the observable
domain (Y) for each secret value (x 2 X ) as the number of
program executions. We call this relative number of executions
as a sample ratio. The range covers starting from the natural
situation when it is simply not possible to observe all the
observable values for each secret value (⇥0.5) and up to a case
when each secret value may have had enough opportunity to
be observed with all the observable values (⇥2, ⇥5). For each
N 2 {0.5, 1, 2, 5} · |X | · |Y|, we randomly sample N program
executions and estimate the MI using the estimators.

Real-world Applications. To investigate how the proposed
method performs in practice, we consider two real-world
applications of information leakage quantification in RQ4.

Our first application is measuring information leakage from
a location privacy-preserving mechanism (LPPMs) which is
used to protect the user’s location privacy (secret) by reporting
the obfuscated location (observable) to the corresponding
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We measure accuracy using the mean-squared error (MSE), a
standard measure of estimator performance, and safety as the
frequency of underestimating the MI. Underestimating the MI
can lead to undue confidence in the confidentiality of the data
processed by the program and renders the estimator unreliable.

RQ2: How does each component of our proposed method
affect the performance of the estimation?

We investigate the effect of each component on the perfor-
mance of our proposed method. The components include:
(a) the selected approach (Flatten [FI] or By-Secret [BS]),
(b) with or without refinement heuristics, and (c) with or
without the Miller-Madow bias correction.

RQ3: What is the timing cost of the proposed method?
Compared to the empirical MI estimation or Miller-Madow
bias correction, which have negligible time overhead, the
proposed method requires additional computation to estimate
the MD. We investigate the timing cost of the proposed method
and discuss the feasibility of the proposed method in practice.

RQ4: How does the proposed method perform on real-world
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We evaluate the proposed method in the practical context
of information leakage quantification. We consider two real-
world applications: location privacy and e-passport privacy.
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and the Miller estimator, i.e., the empirical MI with Miller-
Madow bias correction used in Leakwatch [8], [9].

We consider one state-of-the-art estimator, HyLeak, a hy-
brid estimation method that combines statistical and precise
analysis [11]. Similar to our work, Biondi et al. [11] aimed
to overcome the limitations of large sample sizes required for
statistical methods. Their HyLeak approach relies on precise
analysis for components that are impractical to analyze statis-
tically. They suggest an automatic program decomposition and

a set of heuristics to select components that have a large joint
sub-distribution matrix. For such components, they use precise
analysis, and for the others, they use statistical analysis. Then,
the results are combined to estimate the MI of the program.
The authors claimed that HyLeak is more scalable than the
Miller estimator and the purely precise method.

C. Subjects and Design of Experiment
Benchmark Programs (Table I). For the first three research

questions, we use the benchmarks from HyLeak [11] for our
evaluation. The subjects cover a wide variety of programs,
some of which operate probabilistically and exhibit non-trivial
secret-observable mappings. More details can be found in
the supplementary material. For every program, we choose
between four to five variants (choices of N ) for a total of 22
variants. For all variants, we choose four sample sizes for a
total of 88 configurations. We consider the uniform distribution
over the domain of secret values as in previous work [9], [11].

To determine the ground truth, at this scale, there exists
no method to compute the MI precisely. Hence, we follow
the approach typically followed in applied statistics. Given a
program, we compute the ground truth MI between (secret,
observable) from the empirical MI given a very large number
(1M) of executions. This is more than one to five orders of
magnitude of the number of samples for the estimation.

We consider the performance of the estimators for different
numbers of sample program executions. Our evaluation con-
siders ⇥0.5, ⇥1, ⇥2, and ⇥5 of the size of the observable
domain (Y) for each secret value (x 2 X ) as the number of
program executions. We call this relative number of executions
as a sample ratio. The range covers starting from the natural
situation when it is simply not possible to observe all the
observable values for each secret value (⇥0.5) and up to a case
when each secret value may have had enough opportunity to
be observed with all the observable values (⇥2, ⇥5). For each
N 2 {0.5, 1, 2, 5} · |X | · |Y|, we randomly sample N program
executions and estimate the MI using the estimators.

Real-world Applications. To investigate how the proposed
method performs in practice, we consider two real-world
applications of information leakage quantification in RQ4.

Our first application is measuring information leakage from
a location privacy-preserving mechanism (LPPMs) which is
used to protect the user’s location privacy (secret) by reporting
the obfuscated location (observable) to the corresponding
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2. Practical scenarios with real-world examples

Location Privacy Passport Tracing
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Safety
• Miller underestimates 57% of the estimation. 

• ChaoSec underestimates 8% of the estimation. 

• ChaoFlat underestimates 67% of the estimation.
UNSAFE

Our ChaoSec estimator is the best estimator in terms of both safety and accuracy.  
The Miller estimator often unsafely underestimates the MI unless the sample size is large.
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