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Analytic approach is precise and useful if we know the exact model. However, ...
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Spacecraft
Atmosphere Entry

Spacecraft Molecules

Analytically computing the interaction is nearly impossible!



Analytic approach is precise and useful if we know the exact model. However, ...
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Instead, a simulation-based
« e Solution:
statistical approach * Direct Simulation
works successfully. : Monte Carlo




Program analysis




An analytic approach for program analysis

What is the probability of a failure execution?

def f(x0, x1) {
if (x0 + 5*x1 - 9 < @) return;

if (x0 + x1 -5 > @) return; .
Lf (-x0 + 3x1 - 7 > ©) return: * Conventional approach

if (x0 > @) return; .
assert False * Based on the formal semantics of the program

}
f(input() % 5, input() % 5) ° Eg,

* Symbolic execution
* Model checking / Model counting

 Static analysis




An analytic approach for program analysis

What is the probability of a failure execution?

Analysis of the modern software faces

* an industrial scale huge code base
* heterogenous in-analyzable features,

e.g., 3rd party/binary libraries or cross-language

* a nature of undecidability,




Statistical Approach for Program Analysis
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Statistical Approach for Program Analysis

A statistical method is useful when Analysis of the modern software faces

* one wants an approximation of the quantity, - = * an industrial scale huge code base

* heterogenous in-analyzable features,

e.g., 3rd party/binary libraries or cross-language

* a nature of undecidability,

And,

* even if the whole system is unknown,

* getting the samples is convenient.

Then,

* it performs regardless of the complexity of = - * modern testing framework (eg. fuzzing) gives

the system. > 1K executions per sec.
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Quantitative Reachability Analysis (QRA)

Program Program A program state is a property one is interested in that is either

P S State reached or unreached, given the program execution.

Quantitative Reachability Analysis (QRA) measures the probability of
how likely a certain program state is reached given the workload
of the program.

Pr(s) = Z Pr(e) - 1(s is reached by ¢)
eck

E: workload or execution profile

13



Quantitative Reachability Analysis (QRA)

Software Testing Resource Management Other SE technology

Q1R

=i

How often the potentially How often is the resource Ensemble testing model of

vilnerable method is executed? requested? fuzzing & symbolic execution
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Existing Method — Analytic Approach

Probabilistic Symbolic Execution (PSE), Geldenhuys et al. 2012

1y
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Model Counter

Pr(s) = Pr(pcl) + Pr(pcz) 4 ...

Symbolic Execution
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Existing Method — Analytic Approach

Probabilistic Symbolic Execution (PSE), Geldenhuys et al. 2012

Limitation 1. Need the system & Model
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Existing Method

Analytic Approach

Probabilistic Symbolic Execution (PSE), Geldenhuys et al. 2012

Symbolic Execution

Limitation 1. Need the system & Model

Limitation 3. Capability of Model counting

Model Counter

Limitation 2. Path Explosion
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Existing Method — Analytic Approach

PReach: A Heuristic for Probabilistic Reachability to Identify Hard to Reach Statements, Saha et al., ICSE 2022
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Model Counter

Symbolic Execution
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Existing Method

Analytic Approach

PReach: A Heuristic for Probabilistic Reachability to Identify Hard to Reach Statements, Saha et al., ICSE 2022

Symbolic Execution
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Analytic Approach

Q. What is the probability of a thrown & ball to the Wl square dropped not into the[ ]circle?

P(—in circle)
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Symbolic Execution Model Counting
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Analytic Approach
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Symbolic Execution Model Counting

Statistical Approach

Q. What is the probability of a thrown & ball to the Wl sQUU R (00 LR iR TR A X704

Monte Carlo method
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Statistical Reachability Analysis (SRA)

Samples of inputs from
the operational distribution
(workload)

X, := the number of O in n samples

X n- o

Pr(s) = —= = Pr(s)
n

Empirical Probability

19



Challenge of SRA: “Rare Program States”

If the state s is rarely observable, i.e., Pr(s) ~ 0,

XS
-(_ XFO):()
n

If it is unobserved, the empirical probability

underapproximates to zero probability.

Problem of unseen events / Sunrise problem

20



Existing Estimators for Sunrise Problem

1. Laplace estimator

* +a count for every cases

Case1 Case 2 Case 3 Total
Count 7 3 O 10
Count +a /+a 3+a O+a 10 + 3a
Laplace |[(7+a)/(10+3a)|(3+a)/(10+3a)| a/(10 + 3a) T

2. Good-Turing estimator

* The probability of seeing an unseen event in the next sample
is close to the probability of seeing a singleton event

Pr(next 1S unseen) = Ji

n

21

— For SRA —

(state )

Lap(s) =
PEs) n+2a

Two cases for the state: either reached or unreached

c/n, ifc, >0,
GoTu(s) = :
f;/n, otherwise,

If it’s seen, empirical probability,
otherwise, Good-Turing




Existing Estimators for Sunrise Problem

1. Laplace estimator Blackbox estimators

* +a count for every cases

Case 1 Case 2 Case 3 Total c + o
Lap(s) =
Count ] 3 @) 10 n + 2a
Count +a 7 +a 3+a O+a 10 + 3a

Two cases for the state: either reached or unreached

Laplace |[(7+a)/(10+3a)|(3+a)/(10+3a)| a/(10 + 3a) 1

2. Good-Turing estimator

* The probability of seeing an unseen event in the next sample GoTu(s) = ci/n, if ¢, >0,
is close to the probability of seeing a singleton event fi/n, otherwise.,
Pr(next is unseen) = Ji If it’s seen, empirical probability,
n otherwise, Good-Turing

21



— : Reached

e One-step further

Blackbox estimators are awesome, but...

Source |

sl: if (pred)
s2:  stmt; , + Control-flow

(5
Pr(s,) > Pr(s,); However

Lap(s;, O) = Lap(s,, O) and GoTu(s,, O) = GoTu(s,, O))

Black-box estimators are entirely unaware of the structural feature of the program.
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— : Reached

e One-step further

Blackbox estimators are awesome, but...

cnt=1000

Source |
Direct-
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/ o ’0‘
1O o)
, " Unreached
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Structure-aware Reachability Estimator

* Solution: reflect the (control) dependence relation between the program states.

4 N

Total sample: 1000

cnt=1000

23



* Solution: reflect the (control) dependence relation between the program states.

Structure-aware Reachability Estimator

-~

Total sample: 1000

cnt=1000

\
\
\
\
\@
\
\‘

Previous (Laplace):

Pr(s,)(=Pr(s,) =

a
21000 + 20

~
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Structure-aware Reachability Estimator

* Solution: reflect the (control) dependence relation between the program states.

4 N

Previous (Laplace):
Total sample: 1000 o

PSR =om 1500720

cnt=1000
Structure-aware:

Pr(s,) = Pr(s;) X
(54) (53) 342X«

2
@ =, 0.003 X — = 0.0006.
10

a

Pr(s,) = Pr(s,) X
1) = P X e T < a

2
=, 1X 7 ~ (0.0020
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Structure-aware Reachability Estimator

* Solution: reflect the (control) dependence relation between the program states.
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Previous (Laplace):
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Structure-aware Reachability Estimator

* Solution: reflect the (control) dependence relation between the program states.

4 N
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Structure-aware Reachability Estimator
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Structure-aware Reachability Estimator
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Structure-aware Reachability Estimator
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Structure-aware Reachability Estimator

* Solution: reflect the (control) dependence relation between the program states.

4 N

Previous (Laplace):
Total sample: 1000 o
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Structure-aware Reachability Estimator

* Solution: reflect the (control) dependence relation between the program states.

By integrating light-weight structural information, the estimated becomes more grounded
being able to distinguish the reaching probability of unreached program states.

25



Evaluation

RQ 1. Statistical method vs. Analytic method for QRA

RQ 2. Blackbox estimator vs. Structure-aware estimator

26



Evaluation 1: Statistical vs Analytic

* Analytic method: PSE, PReach (SOTA)

* Subjects: Programs used in PReach

jpf-regress. (26) ExMIT-T, Exel-F, Exe2-F, Exe4-F, Exe6-F, Exe8-
F, Exel0-F, Exel10-T, Exel2-F, Exel2-T, Exel3-T,
Exel4-T, Exel5-T, Exel8-F, Exel19-T, Exe20-F, Exe20-
T, Exe26-F, Exe27-F, FNEG-T, LCMP-T, Simple-F,
Simple-T, Suzette-F, Suzette-T, Assign-T

* Target statement: Assertion

jbmc-regress. (4) | assert3, if_icmp1l, switch1, Token2

algorithms (2) InsertSort2, RBTreel

* Metric: Accuracy / Estimation time

* For SRA, ‘estimation time’ is the time taken until
the estimate gets close enough.

27



Evaluation 1: Statistical vs Analytic

Program GT Esti(PSE) T(PSE) | Esti(PR) T(PR) | Esti(Lap) T(Lap) S uccess fu I
ExMIT-T ~0 | 47B-10(0)  .866s | 7.6B-06 (O)  14.9s | 1.0B-06 (O)  0.0449*" . .
Exc1-F i | NLOO o |L0sm(@) 15 | 0aw©) whe €Stimation
Exe2-F 0.2 NL (X) | 0125(X) 14.6s | 0.199 (0) ¢9.003s

Exed-F 0.25 NL (X) -1 0125(X)  14.7s | 0.248 (O) * 0.014s

Exe6-F 1.0 NL (X) - | 23B-10(X)  14.8s | 0.990(0)  0.001s

Exe8-F 0.3 NL (X) - | 0500(X)  147s | 0.300(0)  0.005s

Exe10-F 0.25 NL (X) - 770250 (0) " 145s | 0.250(0)  0.005s

Exe10-T ~0 NL (X) - | 1.2E-10 (O)  14.5s | 1.0E-06 (O)  0.085s

Exel12-F 0.5 0.500 (O) .934s 0.500 (O) 14.6s 0.501 (O) 0.004s

Exe12-T 0375 | 0.250(X)  .966s | 0.375(0) 14.6s | 0.376(Q) 0.007s

Exe13-T ~0 0(0)  .909s | 5.0E-11 (0)  13.7s | 1.0E-06 (O)  0.087s _
Exe14-T 0.25 05(X)  .860s 0.25(0) 11.9s | 0251(0) 0.018s PS E . 1 5 I 32
Exe15-T 025 | 0125(X)  .910s 0.25(0) 13.1s| 0251(0) 0.011s

Exe18-F 0.5 NL (X) - 0.500 (O) 14.5s 0.502 (O) 0.011s

Exe19-T 025 | 0375(X)  .950s | 0.245(0) 1455 | 0.251(0) 0.015s

Exe20-F 0.25 NL (X) -] 0125(X) 1365 | 0249 (0)  0.008s

Exe20-T 0.5 | 0500(0)  .903s 05(0) 145s | 0.500(0) 0.008s

Exe26-F 0.5 NL (X) - | 0245(X)  147s | 0500(0)  0.006s

Exe27-F 0.5 0.500 (O) .849s 0.500 (O) 14.7s 0.500 (O) 0.004s

FNEG-T 0 0(0)  .850s 0.25(X)  14.5s | 1.0B-06 (O)  0.045s

LCMP-T 0 0(0)  .832s 0.5(X)  14.9s | 1.0E-06 (O)  0.044s

Simple-F 0 0(0)  .854s TO (X) - | 1.0E-06 (O)  0.048s

Simple-T 0 0(0)  .844s TO (X) - | 1.0E-06 (O)  0.047s

Suzette-F 0.25 | 0.250(0)  .910s | 47E-10(X) 13.8s | 0.249(0) 0.030s P S E - & 1
Suzette-T ~0 | 26B-9(0)  .926s | 2.6E-09 (0)  14.4s | 1.0E-06 (O)  0.084s . S
Assign-T 0 0 (O) .841s 0.25 (X) 14.6s | 1.0E-06 (O) 0.045s

InsertSort2 | 2.1E-02 TO (X) - | 2.5E-11 (X) 15.8s | 2.1E-02 (O)  4,904s

RBTreel 0.125 TO (X) - | DTMC(X) 144s | 0.124(0) 0.002s

assert3 ~0 | 4.7E-10 (O) .847s | 2.3E-10 (O) 10.6s | 1.0E-06 (O)  0.044s

if icmp1 0 0(0)  .856s | 5.0E-11(0)  10.5s | 1.0E-06 (O)  0.045s

switch1 ~0 | 2.8-09(0)  1.03s 0.0(0) 11.9s | 1.0E-06 (O)  0.044s

Token2 4.8E-04 NL (X) - TO (X) - | 52B-04 (O)  0.545s

28
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Evaluation 2 : Structure-aware Estimator

» Aim: Is the structural information useful to better estimate the reaching probability of the
unreached state?

Program NCLOC #Func # BB GT
* Subjects: 5 subjects from Siemens suite + § Open- teas 146 9 63| 537E-04
. : schedule2 332 17 138 | 3.99E-04
source C libraries totinfo 349 7 132 | 9.2E-04
printtokens2 438 19 198 | 7.82E-03
* Run greybox fuzzing to choose the target hard-to-reach replace v 21 melari
gif2png* 988 27 700 | 2.95E-04
statement jsoncpp 7,251 1,328 5,938 | 2.28E-03
jasper” 17,385 720 14,417 | 2.48E-04
readelf 22,347 477 18,578 | 1.99E-07
. Evaluation set tiﬂg‘ freetype2 44,686 1,635 27,521 | 8.25E-08
771777 —
x p O
10% of the data Expected number of samples needed to reach

29



Evaluation 2: Structure-aware

| log(GT) — log(esti) |

. — | AP GolTu —— Struct
\ 4
'I e 4 "
Sample size '\
. 1 O3 o O
vs. Bias o) —,
Curve '—', e
', T~~~
‘LY .-—'—.--..______.__—. .\.
PRSI ‘_‘.H.E.
"*1:- H.

o’ 0.1 0.2 O5 1 2 5 10
log-bias < 1 means # of samples (%)
one order of magnitude difference

Replace

Freetype?

Individual
cases

0% 5% 10% 0% 5% 10%

* The structure-aware estimator performed

significantly better than the blackbox estimators.

30

log-bias
Sample size Laplace |Good-Turing Struct
10 % 1.28 2.41 0.91
0.01% 3.00 4.67 1.77
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Program Analysis

Statistical Approach v.s. Analytic Approach

Statistical Reachability Analysis (SRA)

Samples of inputs from
the operational distribution

(workload)

0, X,0,0,X,
0,X,0,0,0,
0, X, X, X, X,
X, X,0,X,0,
X, 0X,0,...

X, := the number of O in n samples

n— oo

. X,
Pr(s)=— = Pr(s)
n

Empirical Probability

MAX PLANCK INSTITUTE
FOR SECURITY AND PRIVACY




Program Analysis

Statistical Approach v.s. Analytic Approach

Statistical Reachability Analysis (SRA)

Samples of inputs from
the operational distribution
(workload)

; / 0,X,0,0,X,
0,X,0,0,0,

Siyr=—=—" 0,X,X,X,X,

P X, X, 0, X, 0,
X, 0,X,0,...

X, := the number of O in n samples

. Xs n— oo
Pr(s)=— = Pr(s)
n
Empirical Probability
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Structure-aware Reachability Estimator

* Solution: reflect the (control) dependence relation between the program states.

-

Total sample: 1000

cnt=1000

----------

Previous (Laplace):
(24

Pr(sy)=Pr(sy) =,-, 1000 + 22

Structure-aware:
Pr(Pred) Lap(Pred—Next)

............

.
.
.....................
-------------

a
Bris)=Prs)e—
O 0

~ 0.0020

=, 1x
a=2 1,004

”//
)
7
P

'l“h

2

J T 4

.. 83 s4 85
:‘L‘ \:‘.‘ l/‘Chi’ds‘

s6

: : a Rt
Pr(H) =:Pr(R)'x X=X
: PR +2Xxar (30 02

24

_
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Statistical Reachability Analysis (SRA) Structure-aware Reachability Estimator

Samples of inputs from

[ )
pl‘Ogl‘am AnalYSlS the operational distribution * Solution: reflect the (control) dependence relation between the program states.
(workload) f ~ f

Previous (Laplace):
Total sample: 1000 a
Pr(s))=Pi(s,) =00 ————
() o2 1500 1 24

/ X_ := the number of O in n samples cnt=1000

O, x' 0, o' x' . Structure-aware:
; 0,X,0,0,0,
— | exoce S G
Statistical Approach v.s. Analytic Approach P _ il m

i85, 1

KNS l/ ‘Chl’ds‘
a

1,000+2 X o s

¢ (D)
Empirical Probability iy
Pr(H) =iPr(R):x

g -
YJ B Lo 1304 oot ot AR E2xal 3 2
K ’ \ J

Pr(sy) = Pr(s;) X

eumun,

—

)=

Evaluation 1: Statistical vs Analytic

Progr: GT | Esti(PSE) T(PSE) | Esti(PR) T(PR) | Esti(L T(L
ogram | | Esti(PSE) T(PSE) | Esti(PR) T(PR) | Esti(Lap) T(Lap) ‘Successful

EXMIT-T ~0 [47B-10(0)  .866s | 7.6B-06(0)  14.9s | 1.0E-06(0) 0.044s* . .

Exel-F 0.49 NL (X) -] 0500(0) 1355 | 0.489(0) (Umgs estimation

Exe2-F 02 NL (X) -] 0125(X) 1465 | 0.199(0) 4b.003s

Exed-F 0.25 NL (X) - 0125(X)  147s | 0.248(0) * 0.014s

Exe6-F 10 NL (X) - 23B-10(X) 1485 | 0990(0) 0.001s

Exe8-F 03 NL (X) -| 0500(X) 1475 | 0300(0) 0.005s

Exe10-F 025 NL (X) - | 0250(0)1 1455 | 0.250(0)  0.005s [ ACC“raCY]

Exe10-T ~0 NL (X) - [ 12E-10(0) 1455 | 1.0B-06(0)  0.085s

Exe12-F 05 | 0500(0) .934s | 0500(0) 1465 | 0.501(0)  0.004s

Exel12-T 0.375 0.250 (X) .966s 0375(0) 1465 0376 (0)  0.007s

Exe13-T ~0 0(0) | .909s | 5.0B-11(0) 13.7s | 1.0E-06(0)  0.087s

Exel4-T 0.25 05(X)  860s | 025(0) 1195 | 0251(0) 0.018s PSE: 1 5 I 32 PReaCh: 1 7 I 32 SRA: 32 l 32
Exe15-T 0.25 0.125 (X) 910s 025(0) 13.1s | 0251(0) 0.011s —
Exe18-F 05 NL (X) -| 05000 1455 | 0502(0) 0011s

Exe19-T 025| 0375(X)  .950s | 0.245(0) 145s | 0.251(0) 0.015s

Exe20-F 0.25 NL (X) - 0125(X) 1365 | 0.249(0)  0.008s

Exe20-T 0.5 | 0500(0)" .903s 05(0)7 145s | 0500(0)  0.008s

Exe26-F 0.5 NL (X) - 0245(X)  147s | 0.500(0)  0.006s

Exe27-F 05| 0500(0) 849 | 0.500(0)1475/| 0.500(0) 0.004s ]

FNEG-T 0 0(0)  850s | 025(X) 145s | 1.0B-06(Q)  0.045s [Tlme]

LCMP-T 0 0(0) 832 05(X) 1495 | 10E-06(0) 0.044s

Simple-F 0 0(0)  854s TO (X) - | 1.0E-06 (0) | 0.0485

Simple-T 0 0(0) 8445 TO (X) - | 1.0E-06 (0) | 0.0475

Suzette-F 025 | 0250(0)  .910s | 4.7E-10 1385 | 0.249(0)  0.030s . . .
Suzette-T ~0 | 26E-9 Eo; 9265 | 2.6E-09 (%; 1445 | 1.0E-06 Eo; 0.0845 PSE: <1s PReach: <1m M
Assign-T 0 0(0)  841s| 025(X) 1465 | 1L0E-06(0)  0.045s

InsertSort2 | 2.1E-02 TO (X) | 25B-11(X) 158 | 2.1B-02(0)  4,904s

RBTreel 0.125 TO (X) - | DIMC(X)  144s | 0.124(0)  0.002s

assert3 ~0 | 47E-10(0) 8475 | 2.3E-10(0)  10.6s | 10E-06(0)  0.044s

if_jemp1 0 0(0)  .856s | 5.0E-11(0) 105s | 1.0E-06(Q) = 0.045s

switch1 ~0 | 2809(0)  1.03s 00(0) 1195 | 10E-06(0) 0.044s

Token2 4.8E-04 NL (X) - TO (X) - | 5.2E04(0) 05455
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Statistical Reachability Analysis (SRA)

Samples of inputs from
the operational distribution

Structure-aware Reachability Estimator

* Solution: reflect the (control) dependence relation between the program states.

Program Analysis

Statistical Approach v.s. Analytic Approach

(workload)

0, X,0,0,X,
0,X,0,0,0,
0, X, X, X, X,
X, X,0,X,0,
X, 0X,0,...

X, := the number of O in n samples

n— oo

. X,
Pr(s)=— = Pr(s)
n

Empirical Probability

E l I 1 S 1 1 l l I E l 1 2 S
[ ] [ J
valuation 1: Statistical vs Analytic valuation 2: Structure-aware
Program | GT | Esti(PSE) T(PSE) | Esti(PR) T(PR) | Esti(Lap) T(Lap) succeSSfUI 10 GT _ 10 esti
EXMIT-T ~0 [47E-10(0) 866 | 7.6B-06(0) 1495 | 10E-06(0) 00448 *” . - l g( ) g( )l — Lap GoTu —— Struct
Exel-F 0.49 NL (X) S| Tosw©) 15| oa©) wrss €Stimation ]
Exe2-F 0.2 NL (X) S| 0125(X)  146s | 0.199(0) 49.003s '
Exed-F 0.25 NL (X) -] o125 1475 | 0248(0) * 0.014s v
Exe6-F 10 NL (X) | 23B-10(X) 1485 | 0990(0) 0.001s ~ 4
Exes-F 03 NL (X) -] 0s00(%) 1475 | 0300(0) 0.005s . P .
= = I [Accuracy] Sample size [\ | * The structure-aware estimator performed
Exe12-F 0.5 | 0.500 (O) 9345 | 0.500(0) 1465 | 0501(0) 0.004s vS. Bias : L2 T —e . . .
BetaT | ows | 03000 soce [NOSBON 14ce [OSIBON oo0s plpin -y - significantly better than the blackbox estimators.
Exel3-T ~0 0(0) 9095 | 5.0E-11(0)  13.7s | 1.0E-06(0) | 0.087s =1, |
Exel4-T 025 | 050  860s | 025(0) 1195 | 0251(0) 0.018s PSE: 15/ 32 PReach: 17/ 32 SRA: 32/ 32 N 2 o—o—___ ®
Exe15-T 0.25 0.125 (X) 910s 025(0) 13.1s | 0251(0) 0.011s — Oﬁ.\. .\
Exel8-F 05 NL (X) -] 0500(0) 1455 | 0502(0) 00115 P —~——e_© .
Exe19-T 025| 0375(X)  .950s | 0.245(0) 145s | 0.251(0) 0.015s ' 1," ® Iog'blas
Exe20-F 0.25 NL (X) - 0.125(X)  13.6s 0.249 (0)  0.008s . X - f ! ! ! ! ) f
Exe20-T 05 [0500(0)" .903s 05(0) 1455 | 0500(0) 0.008s R4 0.1 0.2 05 1 2 5 10
Exe26-F 05 NL (X -] 0245(X) 1475 | 0500(0) 0.006 . . .
Exe27 F 03 | osofmmm | o oopmumn (NN .. [T i e] log-bias < 1 means # of samples (%) Samplesize | Laplace | Good-Turing  Struct
FNEG-T 0 0(0) .850s | 025(X) 145s | 10E-06(0) | 0.045s I l l . .
LCMP-T 0 0(0) 832 05(X) 1495 | LOE-06(0)  0.044s one order of magnitude difference
Simple-F 0 0(0) .854s TO (X) - | 1.0E-06 (O)  0.048s o,
Simple-T 0 0(0) .844s TO (X) - | 1.0E-06 (0)  0.047s Replace Freetype2 0 L - o
Suzette-F 025| 0250(0)  910s | 47E-10(X) 1385 | 0249(0) 0.030s . R .
Suzette-T ~0 | 26E-9(0) 9265 | 2.6E-09(0)  144s|| 1.0E-06(0) 0.084s PSE: <1s PReach: <1m M
AssignT 0 0(0) 841s| 025(X) 1465 | 1L.OE-06(0)  0.045s 39 6 0.01% 3.00 4.67 177
InsertSort2 | 2.1E-02 TO (X) - | 25E-11(X) 1585 | 21B-02(0)  4,904s ivi
RBTreel 0.125 TO (X) -| DIMC(X) 1445 | 0124(0) 00025 Individual . \\ 4
assert3 ~0 | 4.7E-10 (O) .847s | 2.3E-10(0)  10.6s | 1.0E-06 (O)  0.044s L
if_iemp1 0 0(0)  .856s | 50E-11(0)  10.5s | 10E-06(0) | 0.045s cases 14 3 &
switch1 ~0| 28-09(0) 103 00(0) 1195 | 10E-06(0)  0.044s !
Token2 48F-04 NL (X) - TO (X) - | 52E04(0) 05455 01 : | .
% 5% 10% 0% 5% 10%
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Previous (Laplace):
Total sample: 1000
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----------
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Statistical Reachability Analysis (SRA) Structure-aware Reachability Estimator

Samples of inputs from

[
Pl‘Ogl‘am A“alYSlS the operational distribution * Solution: reflect the (control) dependence relation between the program states.
(workload)
s .

Previous (Laplace):
Total sample: 1000 a
Pr(s))=Pi(s,) =00 ————
(R o2 7500 124

cnt=1000
Structure-aware:

Pr(Pred) Lap(Pred—Next)

............

- - 0,X,0,0,X, X, := the number of O in n samples
. 0,X,0,0,0,
S ':‘.__..: -_ o' x' x' x' x' XS n— oo = Pi(s, R . f.‘ss::‘,“ /childs|

° ° ° PAI'(S) = — => PI‘(S) e B g el
Statistical Approach v.s. Analytic Approach P : st n oo R o

........

..........

Pr(s,) = Pr(s;) X

......

a
Empirical Probability 1,000 +2 X a s e p 1
Pr(H) =iPr(R):x

ﬁ < Zemz 1X 1(?04 gl D dxa 5 xi...‘
. ’ . J

N

Evaluation 1: Statistical vs Analytic Evaluation 2: Structure-aware Dr. Seongmin Lee

Program | GT | Esti(PSE) T(PSE) | Esti(PR) T(PR) | Esti(Lap) T(Lap) SucceSSfUI 10 GT _ 10 esti ” . . .

EXMIT-T ~0 [47E-10(0) 8665 | 7.6E06(0) 1495 | LOE-06(0) 0.04g9*" . - | g( ) g( ) | —— Lap —— GoTu —— Struct =1~ htt S '//n I I I I n Oeseel Ith u b IO/

Exel-F 0.49 NL (X) - | 0500(0) 1355 | 0489(0) agb6s eStlmatlon : .E » . . .

Exe2-F 0.2 NL (X) S| 0125(X)  146s | 0.199(0) 49.003s '

Exed-F 0.25 NL (X) -] o125 1475 | 0248(0) * 0.014s v

Exe6-F 10 NL (X) - | 23E-10(0) 1485 | 0990(0) 0001 R/

Exes-F 03 NL (X) - 0500(X) 1475 | 0300(0) 0.005s : P .

maor | Bl v T R [Accuracy] Sample size £ e * The structure-aware estimator performed

Exe12-F 0.5 | 0.500 (O) 9345 | 0.500(0) 1465 | 0501(0) 0.004s vS. Bias : L2 T —e _ . . .

BreizT | 0| 0000 oo | 056(0) 1ess | 0376(0) oovs - . *—, significantly better than the blackbox estimators.

Exel3-T ~0 0(0)| 9095 | 50E-11(0) 137 | 1.0E-06(0)  0.087s =1, |

Exel4-T 025 | 050  860s | 025(0) 1195 | 0251(0) 0.018s PSE: 15/ 32 PReach: 17/ 32 SRA: 32/ 32 V2 OO e

Exe15-T 0.25 0.125 (X) 910s 025(0) 13.1s | 0251(0) 0.011s — = O ° .\

Exel8-F 05 NL (X) -] 0500(0) 1455 | 0502(0) 00115 AN —~——e_ :

Exe19-T 025 | 0375(X)  .950s | 0.245(0) 1455 | 0251(0) 0.015s ' 1," ) Iog-blas

Exe20-F 0.25 NL (X) - 0.125(X)  13.6s 0.249 (0)  0.008s " = f ! ! ! ! ) f

Exe20-T 05 [770500(0)7  .903s 05(0) 1455 | 0500(0) 0.008s R 0.1 0.2 05 1 2 5 10

Exe26-F 05 NL (X -] 0245(X) 1475 | 0500(0) 0.006 . . .

s | 05| osofmmm | o ERRRRRN ... [T i el log-bias < 1means # of samples (%) Samplesize | Laplace  Good-Turing  Struct e -
FNEG-T 0 0(0) .850s | 025(X) 145s | 10E-06(0) | 0.045s I l l . .

LCMP-T 0 0(0) 832 05(X) 1495 | LOE-06(0)  0.044s one order of magnitude difference r. a rc e O m e E - E
Simple-F 0 0(0) .854s TO (X) - | 1.0E-06 (O)  0.048s o,

Simple-T 0 0(0) .844s TO (X) - | 1.0E-06 (0)  0.047s Replace Freetype2 0 L - o I I'.
Suzette-F 025| 0250(0)  910s | 47E-10(X) 1385 | 0249(0) 0.030s . R .

Suzette T ~0 | 26E-9(0) 9263 | 2.6B-091(0)i44s]| 1.0E-06(0) 0.084s PSE- <1s PReach: <1m M : .y
AssignT 0 0(0) 841s| 025(X) 1465 | 1L.OE-06(0)  0.045s 340 0.01% 3.00 4.67 177 = 1 r
InsertSort2 | 2.1E-02 TO (X) - | 25B-11(X) 1585 | 21E-02(0)  4,904s A )
individual . MPI-SP Software Security 3z£K
assert3 ~0 | 476-10(0) 8478 | 2.3-10(0)'10.6s| 1.0E-06(0) 0.044s

if_iemp1 0 0(0)  .856s | 50E-11(0)  10.5s | 10E-06(0) | 0.045s cases . ﬁ
switch1 ~0| 28-09(0) 103 00(0) 1195 | 10E-06(0)  0.044s |
Tokenz | 48E-04 NL (X) -l T - | 52E04(0) 05455 01 I

29 31
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